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AND WILTEL COMMUNICATIONS SYSTEMS, INC.

WilTel, Inc. and WilTel communications Systems, Inc.

(collectively, IWiITel"), respectfully respond to the Comments

filed in the above-captioned proceeding. WilTel, Inc. is an

interexchange telecommunications common carrier. WilTel

communications Systems, Inc. is an affiliate of WilTel, Inc.

which provides customer premises equipment and

telecommunications software.

Market forces provide the best allocation of toll fraud

liability and create incentives to effectively prevent and

detect fraud. I As many commenters note, it would be a mistake

'Comments of the Competitive Telecommunications
Association (CompTel Comments) at 6; Comments of the
Interexchange Carrier Industry Committee Toll Fraud
Subcommittee (Toll Fraud Subcommittee Comments) at 6;
Comments of Rochester Telephone Corporation (Rochester
Comments) at 5-6; Comments of Southwestern Bell corporation
at 5-6; Comments of Sprint corporation at 6; Comments of
Teleport Communications Group, Inc. (Teleport Comments) at 6;
Comments of U S WEST Communications, Inc. (U S WEST Comments)
at 52; WilTel Comments at 5-7. ~~~
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for the Commission to make a predetermination of liability in

this proceeding. Doing so would merely remove the incentive

to take preventive action from those in the best position to

prevent and detect the fraud. 2 For example, U S WEST's

Comments provide a telling example of the disincentives

created by shifting financial responsibility from the party

most able to prevent fraud. 3 Because federal law limits

customers' liability for calling card fraud to $50, customers

fail to take available precautions to prevent revealing their

numbers to perpetrators. 4 The same would be true for PBX and

other types of fraud if the parties most able to prevent the

loss were not held financially responsible. Only where a

party risks financial loss will it be encouraged to take

measures to prevent fraud.

As the commenters assert, end users are best-positioned

to detect and prevent fraud.' Customers have tremendous

control over their communications systems. 6 As AT&T notes in

2Comments of LinkUSA at 3.

3U S WEST Comments at 47.

SAT&T Comments at 10; Comments of Mcr Telecommunications
Corporation at 6; NYNEX Comments at 17; Comments of Pacific
Bell and Nevada Bell at 8; Southwestern Bell Comments at 3;
Comments of Telecommunications Resellers Association at 5;
Toll Fraud Subcommittee Comments at 6; U S WEST Comments at
37, 40, and Appendix D; WilTel Comments at 2-3.

6Policies and Rules Concerning Toll Fraud, Notice of
Proposed RUlemaking, FCC 93-494, CC Docket No. 93-292, ~ 3
(released Dec. 2. 1993).

2



its Comments, n[o]nly the customer knows the complete package

of CPE products, features and associated software it has

purchased, and only the customer has direct access to such

equipment. n7 Further, only the customer can monitor all

traffic and determine whether calls are fraudulent or

authorized. 8 PBX owners are sophisticated telecommunications

users9 and reap the benefits of any risk-prone equipment they

elect to use. Thus, it would be unreasonable to expect

carriers or equipment providers (and, ultimately, all

subscribers and end users) to shoulder the burden of fraud.

wilTel disagrees with the assertions of some commenters

that carriers and equipment providers lack incentives to

assist customers in combating fraud or warning customers of

the risks of fraud. lO On the contrary, both carriers and

equipment providers have undertaken efforts to warn customers

of the risks of toll fraud. II Further, the market has forced

7AT&T's Comments at 11.

9Teleport Comments at 5.

IOComments of Communications Managers Association, The New
York Clearing House Association, and The securities Industry
Association at 4.

llNorthern Telecom Comments at 6, Sprint Comments at 6
n.3; Teleport Comments at 6; WilTel Comments at 6-7.
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carriers and equipment providers to offer services and

products to prevent and detect fraud. 12

As the commenters indicate, arbitrarily placing liability

on carriers will merely shift the burden of fraud to all users

and require residential customers to subsidize high-risk

business users. 13 As one commenter states, "it is undesirable

to shift PBX theft expenses to ratepayers in general, who are

not in a position to mitigate PBX fraud risks."~

Customers are best able to detect and prevent fraud 15 and

should be given the financial incentive to do so. Because

12Rochester Telephone Comments at 6; sprint Comments at
6; Toll Fraud Subcommittee Comments at 6-7; U S WEST
Comments at 52; WilTel Comments at 6.

13CompTel Comments at 3; Southwestern Bell Comments at 4;
WilTel Comments at 3-4.

14ToII Fraud Subcommittee Comments at 6.

15customers can combat fraud by controlling access to CPE,
by purchasing equipment that can detect or deter fraud, or by
obtaining network services which either limit the potential
for fraud or provide anti-fraud "insurance."
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allocating toll fraud liability would undermine this incentive

and lead to increased costs for all users, the Commission

should refrain from altering market forces.

Respectfully submitted,

WILTEL, INC. AND WILTEL
COMMUNICATIONS SYSTEMS, INC.

/s/ Shawna L. Barnard
February 10, 1994

Bob F. McCoy
Joseph W. Miller
Kevin L. Ward
Shawna L. Barnard
Their Attorneys

service Address:

Shawna L. Barnard
suite 3600
One Williams Center
Tulsa, Oklahoma 74172
(918) 588-2298
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